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Writing to flash is managed by the non-volatile memory controller (NVMC), see NVMC — Non-volatile
memory controller on page 28.

The flash is divided into 256x4 kB pages that can be accessed by the CPU via both the ICODE and DCODE
buses as shown in Figure 3: Memory layout on page 20. Each page is divided into 8 blocks.

8.3 Memory map
The complete memory map is shown in Figure 4: Memory map on page 22. As described in Memory on
page 20, Code RAM and the Data RAM are the same physical RAM.
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11 NVMC — Non-volatile memory controller

The non-volatile memory controller (NVMC) is used for writing and erasing the internal flash memory and the
UICR.

Before a write can be performed, the NVMC must be enabled for writing in CONFIG.WEN. Similarly, before
an erase can be performed, the NVMC must be enabled for erasing in CONFIG.EEN, see  CONFIG  on page
30. The user must make sure that writing and erasing are not enabled at the same time. Failing to do so
may result in unpredictable behavior.

11.1 Writing to flash
When writing is enabled, the flash is written by writing a full 32-bit word to a word-aligned address in the
flash.

The NVMC is only able to write '0' to bits in the flash that are erased, that is, set to '1'. It cannot write back a
bit to '1'.

As illustrated in Memory on page 20, the flash is divided into multiple pages that are further divided into
multiple blocks. The same block in the flash can only be written nWRITE number of times before an erase
must be performed using ERASEPAGE or ERASEALL. See the memory size and organization in Memory on
page 20 for block size.

Only full 32-bit words can be written to flash using the NVMC interface. To write less than 32 bits to flash,
write the data as a word, and set all the bits that should remain unchanged in the word to '1'. Note that the
restriction about the number of writes (see above) still applies in this case.

The time it takes to write a word to the flash is specified by tWRITE. The CPU is halted if the CPU executes
code from the flash while the NVMC is writing to the flash.

Only word-aligned writes are allowed. Byte or half-word-aligned writes will result in a hard fault.

11.2 Erasing a page in flash
When erase is enabled, the flash can be erased page by page using the ERASEPAGE register.

After erasing a flash page, all bits in the page are set to '1'. The time it takes to erase a page is specified by
tERASEPAGE. The CPU is halted if the CPU executes code from the flash while the NVMC performs the erase
operation.

11.3 Writing to user information configuration registers (UICR)
User information configuration registers (UICR) are written in the same way as flash. After UICR has been
written, the new UICR configuration will only take effect after a reset.

UICR can only be written nWRITE number of times before an erase must be performed using ERASEUICR or
ERASEALL.

The time it takes to write a word to the UICR is specified by tWRITE. The CPU is halted if the CPU executes
code from the flash while the NVMC is writing to the UICR.

11.4 Erasing user information configuration registers (UICR)
When erase is enabled, UICR can be erased using the ERASEUICR register.

After erasing UICR all bits in UICR are set to '1'. The time it takes to erase UICR is specified by tERASEPAGE.
The CPU is halted if the CPU executes code from the flash while the NVMC performs the erase operation.
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16.3.1 Emulated System OFF mode
If the device is in debug interface mode, System OFF will be emulated to secure that all required resources
needed for debugging are available during System OFF.

See Debug and trace on page 62 for more information. Required resources needed for debugging include
the following key components: Debug and trace on page 62, CLOCK — Clock control on page 141,
POWER — Power supply on page 66, NVMC — Non-volatile memory controller on page 28, CPU, flash,
and RAM. Since the CPU is kept on in an emulated System OFF mode, it is recommended to add an infinite
loop directly after entering System OFF, to prevent the CPU from executing code that normally should not be
executed.

16.4 System ON mode
System ON is the default state after power-on reset. In System ON, all functional blocks such as the CPU or
peripherals, can be in IDLE or RUN mode, depending on the configuration set by the software and the state
of the application executing.

Register  RESETREAS  on page 77 provides information about the source causing the wakeup or reset.

The system can switch the appropriate internal power sources on and off , depending on how much power
is needed at any given time. The power requirement of a peripheral is directly related to its activity level, and
the activity level of a peripheral is usually raised and lowered when specific tasks are triggered or events are
generated.

16.4.1 Sub power modes
In System ON mode, when both the CPU and all the peripherals are in IDLE mode, the system can reside in
one of the two sub power modes.

The sub power modes are:

• Constant latency
• Low power

In constant latency mode, the CPU wakeup latency and the PPI task response are constant and kept at
a minimum. This is secured by forcing a set of basic resources to be turned on while in sleep. Having a
constant and predictable latency is at cost of having increased power consumption. The constant latency
mode is selected by triggering the CONSTLAT task.

In low power mode, the automatic power management system described in System ON mode on page
73 ensures that the most efficient supply option is chosen to save most power. Having the lowest power
possible is at cost of having a varying CPU wakeup latency and PPI task response. The low power mode is
selected by triggering the LOWPWR task.

When the system enters System ON mode, it is by default in low power sub power mode.

16.5 RAM power control
RAM power control is used for RAM retention in System OFF mode and for powering down unused sections
in System ON mode.

Each RAM section can power up and down independently in both System ON and System OFF mode. See
chapter Memory on page 20 for more information on RAM sections.

RAM sections can be retained in System OFF mode, depending on the settings in the RAM[n].POWER
registers. RAM[n].POWER are retained registers.

16.6 Reset
Several sources may trigger a reset.
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the  RXD.PTR  on page 349 buffer is full, that is after the number of bytes specified in the  RXD.MAXCNT 
on page 349 register have been received. The transaction stops automatically after MAX( TXD.MAXCNT 
on page 349,  RXD.MAXCNT  on page 349) number of bytes have been transmitted/received. In the
case when  RXD.MAXCNT  on page 349 >  TXD.MAXCNT  on page 349 the contents of the  ORC  on
page 352 register will be transmitted after the last byte in the  TXD.PTR  on page 349 buffer has been
transmitted.

The END event will be generated after both the ENDRX and ENDTX events have been generated.

The SPI master can be stopped in the middle of a transaction by triggering the STOP task. When triggering
the STOP task the SPIM will wait for the transmission/reception of the current byte to complete before
stopping. A STOPPED event is generated when the SPI master has stopped.

If the ENDTX event has not already been generated when the SPI master has come to a stop, the ENDTX
event will be generated even though all bytes in the  TXD.PTR  on page 349 buffer have not been
transmitted.

If the ENDRX event has not already been generated when the SPI master has come to a stop, the ENDRX
event will be generated even though the  RXD.PTR  on page 349 buffer is not full.

Figure 79: SPI master transaction

30.2 D/CX functionality
Some SPI slaves, as for example display drivers, require an additional signal from the SPI master to
distinguish between command and data bytes. For displays drivers this line is often called D/CX.

The SPIM provides support for such a D/CX output line. The D/CX line is set low during transmission of
command bytes and high during transmission of data bytes.

The D/CX pin number is selected using  PSELDCX  on page 351 and the number of command bytes
preceding the data bytes is configured using  DCXCNT  on page 351.

It is not allowed to write to the  DCXCNT  on page 351 during an ongoing transmission.

Figure 80: D/CX example. SPIM.DCXCNT = 1.
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If the TXD.PTR and the RXD.PTR are not pointing to the Data RAM region, an EasyDMA transfer may result
in a HardFault or RAM corruption. See Memory on page 20 for more information about the different memory
regions.

31.3 SPI slave operation
SPI slave uses two memory pointers, RXD.PTR and TXD.PTR, that point to the RXD buffer (receive
buffer) and TXD buffer (transmit buffer) respectively. Since these buffers are located in RAM, which can be
accessed by both the SPI slave and the CPU, a hardware based semaphore mechanism is implemented to
enable safe sharing.

See Figure 84: SPI transaction when shortcut between END and ACQUIRE is enabled on page 356.

Before the CPU can safely update the RXD.PTR and TXD.PTR pointers it must first acquire the SPI
semaphore. The CPU can acquire the semaphore by triggering the ACQUIRE task and then receiving
the ACQUIRED event. When the CPU has updated the RXD.PTR and TXD.PTR pointers the CPU must
release the semaphore before the SPI slave will be able to acquire it. The CPU releases the semaphore by
triggering the RELEASE task. This is illustrated in Figure 84: SPI transaction when shortcut between END
and ACQUIRE is enabled on page 356. Triggering the RELEASE task when the semaphore is not granted
to the CPU will have no effect.

The semaphore mechanism does not, at any time, prevent the CPU from performing read or write access
to the RXD.PTR register, the TXD.PTR registers, or the RAM that these pointers are pointing to. The
semaphore is only telling when these can be updated by the CPU so that safe sharing is achieved.

The semaphore is by default assigned to the CPU after the SPI slave is enabled. No ACQUIRED event will
be generated for this initial semaphore handover. An ACQUIRED event will be generated immediately if the
ACQUIRE task is triggered while the semaphore is assigned to the CPU.

The SPI slave will try to acquire the semaphore when CSN goes low. If the SPI slave does not manage to
acquire the semaphore at this point, the transaction will be ignored. This means that all incoming data on
MOSI will be discarded, and the DEF (default) character will be clocked out on the MISO line throughout
the whole transaction. This will also be the case even if the semaphore is released by the CPU during the
transaction. In case of a race condition where the CPU and the SPI slave try to acquire the semaphore at
the same time, as illustrated in lifeline item 2 in Figure 84: SPI transaction when shortcut between END and
ACQUIRE is enabled on page 356, the semaphore will be granted to the CPU.

If the SPI slave acquires the semaphore, the transaction will be granted. The incoming data on MOSI will be
stored in the RXD buffer and the data in the TXD buffer will be clocked out on MISO.

When a granted transaction is completed and CSN goes high, the SPI slave will automatically release the
semaphore and generate the END event.

As long as the semaphore is available the SPI slave can be granted multiple transactions one after the
other. If the CPU is not able to reconfigure the TXD.PTR and RXD.PTR between granted transactions, the
same TX data will be clocked out and the RX buffers will be overwritten. To prevent this from happening,
the END_ACQUIRE shortcut can be used. With this shortcut enabled the semaphore will be handed over to
the CPU automatically after the granted transaction has completed, giving the CPU the ability to update the
TXPTR and RXPTR between every granted transaction.

If the CPU tries to acquire the semaphore while it is assigned to the SPI slave, an immediate handover
will not be granted. However, the semaphore will be handed over to the CPU as soon as the SPI slave
has released the semaphore after the granted transaction is completed. If the END_ACQUIRE shortcut is
enabled and the CPU has triggered the ACQUIRE task during a granted transaction, only one ACQUIRE
request will be served following the END event.

The MAXRX register specifies the maximum number of bytes the SPI slave can receive in one granted
transaction. If the SPI slave receives more than MAXRX number of bytes, an OVERFLOW will be indicated
in the STATUS register and the incoming bytes will be discarded.

The MAXTX parameter specifies the maximum number of bytes the SPI slave can transmit in one granted
transaction. If the SPI slave is forced to transmit more than MAXTX number of bytes, an OVERREAD will be
indicated in the STATUS register and the ORC character will be clocked out.
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33.1 Shared resources
The TWI slave shares registers and other resources with other peripherals that have the same ID as the TWI
slave.

Therefore, you must disable all peripherals that have the same ID as the TWI slave before the TWI slave can
be configured and used. Disabling a peripheral that has the same ID as the TWI slave will not reset any of
the registers that are shared with the TWI slave. It is therefore important to configure all relevant registers
explicitly to secure that the TWI slave operates correctly.

The Instantiation table in  Instantiation  on page 23 shows which peripherals have the same ID as the TWI
slave.

33.2 EasyDMA
The TWI slave implements EasyDMA for reading and writing to and from the RAM.

The STOPPED event indicates that EasyDMA has finished accessing the buffer in RAM.

If the TXD.PTR and the RXD.PTR are not pointing to the Data RAM region, an EasyDMA transfer may result
in a HardFault or RAM corruption. See Memory on page 20 for more information about the different memory
regions.

33.3 TWI slave responding to a read command
Before the TWI slave can respond to a read command the TWI slave must be configured correctly and
enabled via the ENABLE register. When enabled the TWI slave will be in its IDLE state where it will consume
IIDLE .

A read command is started when the TWI master generates a start condition on the TWI bus, followed by
clocking out the address and the READ/WRITE bit set to 1 (WRITE=0, READ=1). The READ/WRITE bit is
followed by an ACK/NACK bit (ACK=0 or NACK=1) response from the TWI slave.

The TWI slave is able to listen for up to two addresses at the same time. Which addresses to listen for is
configured in the ADDRESS registers and the CONFIG register.

The TWI slave will only acknowledge (ACK) the read command if the address presented by the master
matches one of the addresses the slave is configured to listen for. The TWI slave will generate a READ
event when it acknowledges the read command.

The TWI slave is only able to detect a read command from the IDLE state.

The TWI slave will set an internal 'TX prepared' flag when the PREPARETX task is triggered.

When the read command is received the TWI slave will enter the TX state if the internal 'TX prepared' flag is
set.

If the internal 'TX prepared' flag is not set when the read command is received, the TWI slave will stretch the
master's clock until the PREPARETX task is triggered and the internal 'TX prepared' flag is set.

The TWI slave will generate the TXSTARTED event and clear the 'TX prepared' flag ('unprepare TX') when
it enters the TX state. In this state the TWI slave will send the data bytes found in the transmit buffer to the
master using the master's clock. The TWI slave will consume ITX in this mode.

The TWI slave will go back to the IDLE state if the TWI slave receives a restart command when it is in the TX
state.

The TWI slave is stopped when it receives the stop condition from the TWI master. A STOPPED event will
be generated when the transaction has stopped. The TWI slave will clear the 'TX prepared' flag ('unprepare
TX') and go back to the IDLE state when it has stopped.

The transmit buffer is located in RAM at the address specified in the TXD.PTR register. The TWI slave will
only be able to send TXD.MAXCNT bytes from the transmit buffer for each transaction. If the TWI master
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Note that when when the debounce filters are enabled, displacements reported by the QDEC peripheral are
delayed by one SAMPLEPER period.

35.4 Accumulators
The quadrature decoder contains two accumulator registers, ACC and ACCDBL, that accumulate
respectively valid motion sample values and the number of detected invalid samples (double transitions).

The ACC register will accumulate all valid values (1/-1) written to the SAMPLE register. This can be useful
for preventing hard real-time requirements from being enforced on the application. When using the ACC
register the application does not need to read every single sample from the SAMPLE register, but can
instead fetch the ACC register whenever it fits the application. The ACC register will always hold the relative
movement of the external mechanical device since the previous clearing of the ACC register. Sample values
indicating a double transition (2) will not be accumulated in the ACC register.

An ACCOF event will be generated if the ACC receives a SAMPLE value that would cause the register to
overflow or underflow. Any SAMPLE value that would cause an ACC overflow or underflow will be discarded,
but any samples not causing the ACC to overflow or underflow will still be accepted.

The accumulator ACCDBL accumulates the number of detected double transitions since the previous
clearing of the ACCDBL register.

The ACC and ACCDBL registers can be cleared by the READCLRACC and subsequently read using the
ACCREAD and ACCDBLREAD registers.

The ACC register can be separately cleared by the RDCLRACC and subsequently read using the ACCREAD
registers.

The ACCDBL register can be separately cleared by the RDCLRDBL and subsequently read using the
ACCDBLREAD registers.

The REPORTPER register allows automating the capture of several samples before it can send out a
REPORTRDY event in case a non-null displacement has been captured and accumulated, and a DBLRDY
event in case one or more double-displacements have been captured and accumulated. The REPORTPER
field in this register selects after how many samples the accumulators contents are evaluated to send (or not)
REPORTRDY and DBLRDY events.

Using the RDCLRACC task (manually sent upon receiving the event, or using the DBLRDY_RDCLRACC
shortcut), ACCREAD can then be read.

In case at least one double transition has been captured and accumulated, a DBLRDY event is sent. Using
the RDCLRDBL task (manually sent upon receiving the event, or using the DBLRDY_RDCLRDBL shortcut),
ACCDBLREAD can then be read.

35.5 Output/input pins
The QDEC uses a three-pin interface to the off-chip quadrature encoder.

These pins will be acquired when the QDEC is enabled in the ENABLE register. The pins acquired by the
QDEC cannot be written by the CPU, but they can still be read by the CPU.

The pin numbers to be used for the QDEC are selected using the PSEL.n registers.

35.6 Pin configuration
The Phase A, Phase B, and LED signals are mapped to physical pins according to the configuration
specified in the PSEL.A, PSEL.B, and PSEL.LED registers respectively.

If the CONNECT field value 'Disconnected' is specified in any of these registers, the associated signal
will not be connected to any physical pin. The PSEL.A, PSEL.B, and PSEL.LED registers and their
configurations are only used as long as the QDEC is enabled, and retained only as long as the device is in
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41.3 Pin configuration
NFCT uses two pins to connect the antenna and these pins are shared with GPIOs.

The PROTECT field in the NFCPINS register in UICR defines the usage of these pins and their protection
level against excessive voltages. The content of the NFCPINS register is reloaded at every reset. See Pin
assignments on page 13 for the pins used by the NFCT peripheral.

When NFCPINS.PROTECT=NFC, a protection circuit will be enabled on the dedicated pins, preventing
the chip from being damaged in the presence of a strong NFC field. The protection circuit will short the two
pins together if voltage difference exceeds approximately 2V. The GPIO function on those pins will also be
disabled.

When NFCPINS.PROTECT=Disabled, the device will not be protected against strong NFC field damages
caught by a connected NFCT antenna, and the NFCT peripheral will not operate as expected, as it will never
leave the DISABLE state.

The pins dedicated to the NFCT antenna function will have some limitation when the pins are configured
for normal GPIO operation. The pin capacitance will be higher on those (refer to CPAD_NFC in the Electrical
Specification of GPIO — General purpose input/output on page 154), and some increased leakage current
between the two pins is to be expected if they are used in GPIO mode, and are driven to different logical
values. To save power, the two pins should always be set to the same logical value whenever entering one
of the device power saving modes. For details, refer to INFC_LEAK in the Electrical Specification of GPIO —
General purpose input/output on page 154.

41.4 EasyDMA
The NFCT peripheral implements EasyDMA for reading and writing of data packets from and to the Data
RAM.

The NFCT EasyDMA utilizes a pointer called  PACKETPTR  on page 494 for receiving and transmitting
packets.

The NFCT peripheral uses EasyDMA to read or write RAM, but not both at the same time. The event
RXFRAMESTART indicates that the EasyDMA has started writing to the RAM for a receive frame and the
event RXFRAMEND indicates that the EasyDMA has completed writing to the RAM. Similarly, the event
TXFRAMESTART indicates that the EasyDMA has started reading from the RAM for a transmit frame and
the event TXFRAMEND indicates that the EasyDMA has completed reading from the RAM. If a transmit and
a receive operation is issued at the same time, the transmit operation would be prioritized.

Starting a transmit operation while the EasyDMA is writing a receive frame to the RAM will result in
unpredictable behavior. Starting an EasyDMA operation when there is an ongoing EasyDMA operation may
result in unpredictable behavior. It is recommended to wait for the TXFRAMEEND or RXFRAMEEND event
for the ongoing transmit or receive before starting a new receive or transmit operation.

The  MAXLEN  on page 494 register determines the maximum number of bytes that can be read from
or written to the RAM. This feature can be used to ensure that the NFCT peripheral does not overwrite,
or read beyond, the RAM assigned to a packet. Note that if the RXD.AMOUNT or TXD.AMOUNT register
indicates longer data packets than set in MAXLEN, the frames sent to or received from the physical layer will
be incomplete. In that situation, in RX, the OVERRUN bit in the FRAMESTATUS.RX register will be set and
an RXERROR event will be triggered.

Important:  The RXD.AMOUNT and TXD.AMOUNT define a frame length in bytes and bits excluding
start of frame (SoF), end of frame (EoF), and parity, but including CRC for RXD.AMOUNT only. Make
sure to take potential additional bits into account when setting MAXLEN.

Only sending task ENABLERXDATA ensures that a new value in PACKETPTR pointing to the RX buffer in
Data RAM is taken into account.

If PACKETPTR is not pointing to the Data RAM region, an EasyDMA transfer may result in a hard fault or
RAM corruption. For more information about the different memory regions, see Chapter Memory on page 20.
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The NFCT peripherals normally do alternative receive and transmit frames. Therefore, to prepare for the
next frame, the PACKETPTR, MAXLEN, TXD.FRAMECONFIG and TXD.AMOUNT can be updated while the
receive is in progress, and, similarly, the PACKETPTR, MAXLEN and RXD.FRAMECONFIG can be updated
while the transmit is in progress. They can be updated and prepared for the next NFC frame immediately
after the STARTED event of the current frame has been received. Updating the TXD.FRAMECONFIG and
TXD.AMOUNT during the current transmit frame or updating RXD.FRAMECONFIG during current receive
frame may cause unpredictable behaviour.

In accordance with NFC Forum, NFC Digital Protocol Technical Specification, the least significant bit (LSB)
from the least significant byte (LSByte) is sent on air first. The bytes are stored in increasing order, starting at
the lowest address in the EasyDMA buffer in RAM.

41.5 Frame assembler
The NFCT peripheral implements a frame assembler in hardware.

When the NFCT peripheral is in the ACTIVE_A state, the software can decide to enter RX or TX mode. For
RX, see Frame disassembler on page 482. For TX, the software must indicate the address of the source
buffer in Data RAM and its size through programming the PACKETPTR and MAXLEN registers respectively,
then issuing a STARTTX task.

MAXLEN must be set so that it matches the size of the frame to be sent.

The STARTED event indicates that the PACKETPTR and MAXLEN registers have been captured by the
frame assembler EasyDMA.

When asserting the STARTTX task, the frame assembler module will start reading
TXD.AMOUNT.TXDATABYTES bytes (plus one additional byte if TXD.AMOUNT.TXDATABITS > 0) from the
RAM position set by the PACKETPTR.

The NFCT peripheral transmits the data as read from RAM, adding framing and the CRC calculated on
the fly if set in TXD.FRAMECONFIG. The NFCT peripheral will take (8*TXD.AMOUNT.TXDATABYTES +
TXD.AMOUNT.TXDATABITS) bits and assemble a frame according to the settings in TXD.FRAMECONFIG.
Both short frames, standard frames, and bit-oriented SDD frames as specified in the NFC Forum, NFC
Digital Protocol Technical Specification can be assembled by the correct setting of the TXD.FRAMECONFIG
register.

The bytes will be transmitted on air in the same order as they are read from RAM with a rising bit order within
each byte, least significant bit (LSB) first. That is, b0 will be transmitted on air before b1, and so on. The bits
read from RAM will be coded into symbols as defined in the NFC Forum, NFC Digital Protocol Technical
Specification.

Important:  Some NFC Forum documents, such as NFC Forum, NFC Digital Protocol Technical
Specification, define bit numbering in a byte from b1 (LSB) to b8 (most significant bit (MSB)),
while most other technical documents from the NFC Forum, and also the Nordic Semiconductor
documentation, traditionally number them from b0 to b7. The present document uses the b0–
b7 numbering scheme. Be aware of this when comparing the NFC Forum, NFC Digital Protocol
Technical Specification to others.

The frame assembler can be configured in TXD.FRAMECONFIG to add SoF symbol, calculate and add
parity bits, and calculate and add CRC to the data read from RAM when assembling the frame. The
total frame will then be longer than what is defined by TXD.AMOUNT.TXDATABYTES. TXDATABITS.
DISCARDMODE will select if the first bits in the first byte read from RAM or the last bits in the last byte
read from RAM will be discarded if TXD.AMOUNT.TXDATABITS are not equal to zero. Note that if
TXD.FRAMECONFIG.PARITY = Parity and TXD.FRAMECONFIG.DISCARDMODE=DiscardStart, a parity bit
will be included after the non-complete first byte. No parity will be added after a non-complete last byte.

The frame assemble operation is illustrated in Figure 130: Frame assemble illustration on page 482 for
different settings in TXD.FRAMECONFIG. All shaded bit fields are added by the frame assembler. Some
of these bits are optional and appearances are configured in TXD.FRAMECONFIG. Note that the frames
illustrated do not necessarily comply with the NFC specification. The figure is only to illustrate the behavior of
the NFCT peripheral.
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51.3 USB pins
The USBD peripheral features a number of dedicated pins.

For more information about the pinout, please refer to Pin assignments on page 13.

The dedicated USB pins can be grouped in two categories: signal and power.

For details on the USB power supply and VBUS detection, refer to the POWER chapter.

The signal pins consist of the D+ and D- pins, which are to be connected to the USB host. They are
dedicated pins, and not available as standard GPIOs.

The USBD implements the "5V Short Circuit Withstand ECN", which amends the original USB 2.0
Specification. This means that these two pins are not 5 V tolerant.

The signal pins and the pull-up will operate only while VBUS is in its valid voltage range, and USBD is
enabled through the ENABLE register.

51.4 USBD start-up sequence
The PHY of the USBD is powered separately from the rest of the device (VBUS pin), which has some
implications on the USBD power up sequence.

The device is not able to properly signal its presence to the USB host, and handle traffic from the host,
unless the PHY's power supply is enabled and stable.

The turning on or off of the PHY's power supply is directly linked to the ENABLE register. The device
provides events that help synchronizing software to the various steps during the power up sequence.

It is recommended to enable USBD only after VBUS has been detected, and turn on the USB pull-up after a
USBPWRRDY event has occurred, and after a USBEVENT has occurred with the READY condition flagged
in EVENTCAUSE. This ensures that all resources in USBD are available and the dedicated USB voltage
regulator has stabilized.

Below sequence chart illustrates a typical handling of VBUS power up.

Vbus POWER CLOCK Software USBD

Vbus in valid range

USBDETECTED

ENABLE=Enabled

HFCLKSTART

USBEVENT
EVENTCAUSE=READY

USBPWRRDY

HFCLKSTARTED

USBPULLUP=Enabled

HFCLK Crystal
oscillator now starting

USBD has been
initialized, but PHY has

not powered up

PHY is now powered

Enumeration starts

Figure 177: VBUS power up sequence

Upon detection of VBUS removal, signalled by the USBREMOVED event described in the POWER chapter,
it is recommended to let on-going EasyDMA transfers finish (wait for the relevant ENDEPIN[n], ENDISOIN,
ENDEPOUT[n] or ENDISOOUT event, see EasyDMA on page 616), then to disable USBD through writing
ENABLE = Disabled .
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51.5 USB pull-up
The USB pull-up serves two purposes: it indicates to the host that the device is connected to the USB bus,
and indicates the device's speed grade.

When no pull-up is connected to the USB bus, the host sees both D+ and D- lines low, as they are pulled
down on the host side by 15 kOhm resistors. The device is not seen by the host, and hence defined to be in
detached state, even though it could be physically connected to the host. USB spec does not allow to draw
any current on VBUS in that situation.

When a full-speed device connects its 1.5 kOhm pull-up to D+, the host sees the corresponding line high.
The device is then in attached state. The host may attempt to determine if the device supports higher speeds
(which it does not), and will then initiate communication with the device to further identify it; this process is
called enumeration.

If the host supports higher speed grades and the device is full-speed, the host may attempt to determine if
that device is capable of higher speeds. The USBD peripheral implemented in this device supports only full-
speed (12 Mbps), and will ignore the negotiation for higher speeds, in accordance with the USB specification
revision 2.0, full speed part.

The USBPULLUP register provides means to connect or disconnect the pull-up on D+ under software
control. This allows the software to control when USB enumeration takes place. It also allows to emulate a
physical disconnect from the USB bus, for instance when re-enumeration is required.

USBPULLUP has to be set to Enabled to allow the USBD to handle USB traffic and generate appropriate
events. This forbids the use of an external pull-up.

Note that disconnecting the pull-up through the USBPULLUP register while connected to a host will result in
both D+ and D- lines to be pulled low by the host's pull-down resistors. However, as mentioned above, this
will also inhibit the generation of the USBRESET event.

The pull-up is disabled by default after a chip reset.

The pull-up shall only get connected after USBD has been enabled through the ENABLE register. Attempting
to access the USBPULLUP register prior to that will lead to an ACCESSFAULT event to get generated.

The USB pull-up value is automatically changed depending on bus activity, as specified in the "Resistor
ECN" which amends the original USB Specification v2.0 . The user does not have access to this function, it
is handled in hardware.

While they should never be used in normal traffic activity, the task DPDMDRIVE allows at any time to force
the D+ and D- lines to the state specified in the DPDMVALUE register. The DPDMNODRIVE task stops
driving them, and the PHY returns to normal operation.

51.6 USB reset
The USB specification defines a USB reset, which shall not be confused with a chip reset.

The USB reset results from a single-ended low state (SE0) on the D+ / D- lines for a time TDETRST, as
specified in the USB specification chapter 7. Only the host is allowed to drive a USB reset condition on the
bus.

The USB reset is a normal USB bus condition, and is used as part of the enumeration sequence, it does not
reset the chip.

The UBSD peripheral automatically interprets a SE0 longer than tUSB,DETRST as a USB reset. When the
device detects a USB reset and generates a USBRESET event, the device USB stack and related parts of
the application shall re-initialize themselves, and go back to the Default state.

Some of the registers in the USBD peripheral get automatically reset to a known state, in particular all data
endpoints will get disabled, and the USBADDR will be reset to 0.



51 USBD — Universal serial bus device

Page 615

After having been connected to the USB bus (i.e. after VBUS gets applied), the device shall not respond to
any traffic from the time the pull-up is enabled until it has seen a USB reset condition. This is automatically
ensured by the USBD.

After a USB reset, the device shall be fully responsive after at most TRSTRCY (as per USB specification
chapter 7). Software shall take into account that it takes tUSB,RSTRCY for the hardware to recover from a USB
reset condition.

51.7 USB suspend and resume
Normally, the host will maintain activity on the USB at least every millisecond per USB specification.

To signal that the device shall go into low power mode, the host stops activity on the USB bus, which
becomes idle, only the device pull-up and host pull-downs act on D+ and D-, and the bus is thus kept at a
constant J state. It is up to the device to detect this lack of activity, and enter into a low power mode within a
specified time.

The USB host can decide at any moment to suspend USB activity. When this happens, the device is
obligated per USB specification to enter a low power mode. The host can decide at any moment to resume
USB activity, on its own initiative. If Remote WakeUp has been enabled by the host, the device may also
issue a RESUME request to wake up the host.

51.7.1 Entering suspend

The USBD peripheral automatically detects a lack of activity for more than tUSB,SUSPEND and will generate the
corresponding USBEVENT event, with SUSPEND bit set in the EVENTCAUSE register. The software shall
ensure that the current drawn from the USB supply line VBUS is within the specified limits before T2SUSP as
defined in chapter 7 of the USB specification.

In order to save power, and provided that no other peripheral needs it, the crystal oscillator (HFXO) in
CLOCK may be disabled by software during USB suspend, while the USB pull-up is disconnected, or when
VBUS is not present. Software must explicitly enable it at any other time. The USBD will not be able to
respond to USB traffic unless HFXO is enabled and stable.

51.7.2 Host-initiated resume

If the host resumes bus activity with or without a RESUME condition (in other words: bus activity is defined
as any non-J state), the USBD peripheral will generate a USBEVENT event, with RESUME bit set in the
EVENTCAUSE register, and the device has to be responsive to any incoming request on the USB bus within
the time TRSMRCY defined in chapter 7 of the USB specification. It is also allowed to revert to normal power
consumption mode.

If the host resumes bus activity simply by restarting sending frames, the USBD peripheral will generate SOF
events. Also here the device has to be responsive to any incoming request on the USB bus, and can be in
normal power consumption mode.

51.7.3 Device-initiated remote wake-up

Assuming that remote wake-up is supported by the device and has been enabled by the host, if the device
meets a wake-up condition while the device is suspended, the device can request the host to resume.

To do so, the software shall first make sure that HFXO gets enabled.

It can then instruct the USBD peripheral to drive a RESUME condition (K state) on the USB bus through
the DPDMDRIVE task, and hence attempt to wake up the host. By choosing Resume in DPDMVALUE, the
duration of the RESUME state is under hardware control (TUSB,DRIVEK). By choosing J or K, the duration of
that state is under software control (the J or K state is maintained until a DPDMNODRIVE task is issued),
and has to meet TDRSMUP from USB specification chapter 7.

The value in the  DPDMVALUE  on page 648 register will only be captured and used when the
DPDMDRIVE task is sent.
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Note that the device shall ensure that it does not initiate such a remote wake-up request before TWTRSM (as
per USB specification chapter 7) after the bus has entered idle state. Using the recommended Resume value
in DPDMVALUE, rather than K, takes care of this, and postpones the RESUME state accordingly.

As just explained, the DPDMVALUE register contains the value at which the bus shall be forced after a
DPDMDRIVE task. If the software needs to read back the actual D+ and D- lines state, it can do so at any
time by reading the BUSSTATE register.

51.8 EasyDMA
The USBD peripheral includes EasyDMA so that USB buffers are located in Data RAM .

Each endpoint has an associated set of tasks, events and registers.

The EPIN[n].PTR, EPOUT[n].PTR (n=0..7), ISOIN.PTR and ISOOUT.PTR registers define the address of the
buffer in Data RAM for a specific IN or OUT endpoint.

The EPIN[n].MAXCNT and ISOIN.MAXCNT registers define the amount of bytes to be sent on USB for next
transaction.

The EPOUT[n].MAXCNT (n=1..7) and ISOOUT.MAXCNT registers define the length of the buffer, in bytes,
for next transfer of incoming data. Since the host decides how many bytes are being sent over USB, the
MAXCNT value can be copied from the respective SIZE.EPOUT[n] (n=1..7) or SIZE.ISOOUT register.

The EPOUT[0].MAXCNT register defines the length of the control endpoint OUT buffer, in bytes. If the USB
host does not misbehave, the SIZE.EPOUT[0] register will indicate the same value than MaxPacketSize from
the device descriptor or wLength from the SETUP command, whichever is the smallest.

The .AMOUNT registers indicate how many bytes have actually been transferred over EasyDMA during last
transfer.

The STARTEPIN[n], STARTEPOUT[n] (n=0..7), STARTISOIN and STARTISOOUT tasks capture the .PTR
and .MAXCNT registers values; for IN endpoints, a transaction over USB gets automatically triggered when
the EasyDMA transfer is complete; for OUT endpoints, it is up to software to allow the next transaction over
USB, see the examples in Control transfers on page 617, Bulk and interrupt transactions on page 620
and Isochronous transactions on page 622.

The STARTED event confirms that the .PTR, .MAXCNT and .CONFIG registers values of the endpoints
flagged in the EPSTATUS register have been captured; those can then be modified by software for the next
transfer.

The ENDEPIN[n], ENDEPOUT[n] (n=0..7), ENDISOIN and ENDISOOUT events indicate that the whole
buffer in Data RAM has been consumed. The buffer can be accessed safely by software.

Only a single EasyDMA transfer can take place in USBD at any time. It is up to the software to ensure that
no STARTEPIN[n], STARTISOIN, STARTEPOUT[n] or STARTISOOUT task is sent before having received
the ENDEPIN[n], ENDISOIN, ENDEPOUT[n] or ENDISOOUT event from an on-going transfer.

EasyDMA and traffic on USB are tightly related. A number of events provide insight of what is happening on
the USB bus, and a number of tasks allow to somewhat automate response to traffic.

The EPDATA event indicates that a successful (acknowledged) data transaction has occurred on the data
endpoint(s) flagged in the EPDATASTATUS register.

In the particular case of the control endpoint 0, OUT transactions are allowed through the EP0RCVOUT task.
A successful (acknowledged) data transaction on endpoint 0 is signalled by the EP0DATADONE event. The
EP0STATUS task allows a status stage to be initiated, and the EP0STALL task allows stalling further traffic
(data or status stage) on the control endpoint.

The EP0SETUP event indicates that a SETUP token has been received on the control endpoint 0. EasyDMA
will not copy the SETUP data to Data RAM (it will only transfer data from the data stage), they are available
as separate registers in the USBD peripheral: BMREQUESTTYPE, BREQUEST, WVALUEL, WVALUEH,
WINDEXL, WINDEXH, WLENGTHL and WLENGTHH.

At any time, the USBEVENT event may be sent, and the EVENTCAUSE register provides details on what
happened, for instance if a CRC error is detected during a transaction, or if bus activity stops or resumes.
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Enabling endpoints is controlled through the EPINEN and EPOUTEN registers.

Stalling bulk/interrupt endpoints is controlled through the EPSTALL register.

Note that due to USB specification requirements, the effect of the stalling control endpoint 0 may be
overridden by hardware, in particular when a new SETUP token is received.

51.9 Control transfers
The USB specification mandates every USB device to implement endpoint 0 IN and OUT as control
endpoints.

A control transfer consists of two or three stages:

• Setup stage
• Data stage (optional)
• Status stage

Each control transfer can be of following type:

• Control read
• Control read no data
• Control write
• Control write no data

An EP0SETUP event indicates that the data in the setup stage (i.e. following the SETUP token) is available
in the BREQUEST, BMREQUESTTYPE, WVALUEL, WVALUEH, WINDEXL, WINDEXH, WLENGTHL and
WLENGTHH registers.

The data in the data stage( i.e. following the IN or OUT token) is transferred from or to the desired location in
Data RAM using EasyDMA.

Note: the control endpoint buffer size in Data RAM can be of any size in bytes, and there is no constraint to
keep it 32-bit aligned.

After receiving the SETUP token, the USB controller will NAK any incoming IN or OUT token until software
has finished decoding the command, determined the type of transfer, and prepared the next stage (data or
status) appropriately.

The software can choose to STALL the command (both data and status stages) through the EP0STALL task,
for instance if the command is not supported, or its wValue, wIndex or wLength parameters are wrong. A
stalled Control Read transfer is depicted below, but the same mechanism (same tasks) applies to stalling a
Control Write transfer (not depicted).

Refer to the chapter 9 of the USB Specification v2.0 and relevant Class specifications for rules on when to
STALL a command.
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52.9 Interface description

Figure 190: 24-bit FASTREAD, SPIMODE = MODE0

Figure 191: 24-bit READ2O (dual-read output), SPIMODE = MODE0

Figure 192: 24-bit READ2IO (dual read input/output), SPIMODE = MODE0

Figure 193: 24-bit READ4O (quad-read output), SPIMODE = MODE0
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Figure 194: 24-bit READ4IO (quad-read input/output), SPIMODE = MODE0

Figure 195: 24-bit PP (page program), SPIMODE = MODE0

Figure 196: 24-bit PP2O (dual-page program output), SPIMODE = MODE0

Figure 197: 24-bit PP4O (quad page program output), SPIMODE = MODE0
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Figure 198: 24-bit PP4IO (quad page program input/output), SPIMODE = MODE0

Figure 199: 32-bit FASTREAD, SPIMODE = MODE0

Figure 200: 32-bit READ2O (dual-read output), SPIMODE = MODE0

Figure 201: 32-bit READ2IO (dual read input/output), SPIMODE = MODE0
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Figure 202: 32-bit READ4O (quad-read output), SPIMODE = MODE0

Figure 203: 32-bit READ4IO (quad-read input/output), SPIMODE = MODE0

Figure 204: 32-bit PP (page program), SPIMODE = MODE0

Figure 205: 32-bit PP2O (dual-page program output), SPIMODE = MODE0
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